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SYMANTEC
PROTECT.CLOUD VS SAFEGUARD.CLOUD

Contains the base services mentioned left,

Symantec’s basic service,
and contain 2 base services:

Anti Spam (with Quarantine options)
Anti Malware (ie. Anti Virus)

but also provides the added benefits of:
Email Impersonation Control (ie. Anti-spoofing)
Encryption
Data Protection
Optional Advanced Threat Protection (Extra cost)

Email Impersonation Control

This is intended to examine all parts of the sender information,
not only the sending IP or domain but also the sender’s name and username,
to guarantee that someone is not pretending to be from within your organisation.

Encryption

This includes a TLS handshake and the usage of Policy Based Encryption

- which is secure, end-to-end encryption. Users may design a policy to scan
for confidential data in emails sent and received and redirect them to a secure
gateway, where the receiver will be prompted to log in to read the email.

Data Protection

This enables you to build policies that check for specific data such as
keywords and phrases (for example, credit card numbers or National Insurance
numbers) that you do not want people sending or receiving over email.

It can also be used to stop some types of bothersome information but aren’t
strictly spam or viral.

Advanced Threat Protection - Email Threat Analysis

This is an additional feature. It requires SafeGuard to operate and is an add-

on to the Anti-Virus services. It does a thorough examination of all links/URLs,
attachments, signatures, and pictures in an email, and any further links are hidden
behind any of the above until checks can no longer be performed.
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