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EveryCloud Email Protection Service

Cloud Based Anti-Spam, Anti-Virus and Business Email
Management.

Block spam and email viruses in the cloud before they reach
your network, whilst taking control of your business email.
Leave your email entirely secure and free up thousands of
business hours for your workforce.

Complete protection against spam, viruses, malware,
phishing, denial of service attacks and data loss for your
oganisation, without the time or expense of managing
hardware and software systems.

EveryCloud Email Protection Service provides managed
email security for email servers and has the option of Email
Continuity to provide a 90 day rolling archiving of filtered
email

Email Protection Service
with Emalil Continuity

Cloud Protection v's Software / Hardware

Spam Filter software and appliances all share one
significant security problem; they are installed inside
your network. Therefore malicious mails are already
within your network, putting your systems at risk and
burdening your infrastructure, before they are even
detected.

In addition these old technologies require resource
heavy administration to provide a desirable level of
protection meaning you're paying even more in staff
costs. If administered improperly the intended
protection may even cause the opposite; serious
gaps in security and the potential for lost emails.
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After simply changing the organisations mail exchange (MX) records, all L)
inbound and outbound mail from your mail server is seamlessly filtered save cancel

through one of our secure data centres.

Our filters scan mail, typically in under 1-second, removing any malware
and other unwanted content before passing genuine mail onto your users.
Administrators can manage all domains and users from one fast yet robust

control panel.

Partners can set-up their own clients, add
alias domains and control where filtered
emails are delivered. Address registration
can be enforced by LDAP.
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Feature

Benefit

Pricing based on wusers (not mailboxes or
domains).

Low and predictable overall cost with a system that
can be easily scaled to fit your future needs.

Fast and easy deployment including the ability
for resellers to set-up accounts automatically.

No additional set-up costs or resource required
from the business.

Highly configurable spam reports including
white-labelled content and allow / deny buttons.

Giving manageable control to the user, whilst
reinforcing your brand

Fast administrator and user email release with
allow / deny rules.

Allowing for flexible needs of users and ensuring no
emails are ever missed.

Optional footers added to emails

To add disclaimers and / or marketing messages.

Single web portal giving visibility of all email traffic
and summary dashboard.

Login just once, from anywhere.

TLS Encryption included as standard.

Protecting the privacy of the business.

Protection from DoS (Denial of Service) attacks.

Alleviate the threat of overwhelmed servers.

Operated from redundant, highly secure EU
based data centres.

Peace of mind that your oganisations data is in the
safest of hands.

Protects against 99.9% of spam and 100% of
known viruses.

Eliminate malware, freeing up thousands of wasted
man-hours.

Automatic queuing of pending email where a
mail server has failed.

Collecting emails that would otherwise have been
lost.

24 hour support & 99.999% uptime guarantee.

A team always on hand to help.

Advanced content filter.

Giving you flexible control of email delivery.

Email & spam statistics.

Instantly understand your segmented email
volumes.

No volume limit for emails and attachments.

No hidden costs.
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o . * Clients change their Mail Exchange (MX)
S p— records, sending the flow of email to the
prieanisislisi N e——— EveryCloud Email Protection service.
* Inbound and outbound email is scanner in
e under a second.
T * EveryCloud detects and quarantines spam
T 000008000008060008000000 and viruses originating from known and
— c unknown sources.
__ e Email identified as spam is blocked and
Administrators can configure spam reports for stored for 90-days.
flexible delivery * Administrators have central access to all
spam email with the ability to release or
delete messages and full management of
] L approved / blocked sender lists.
Email Continuity Add On » End users can receive customisable spam
digest reports at user / administrator
Email downtime, whether as a result of an outage of failure, is a defined times, with options to release or
significant cost to your business. Both the lost time and data can add senders to approved senders list.

quickly add up to thousands and effectively bring your business
to a standstill.

Adding Email Continuity means you can entirely elevate this risk. Our service enables inbound and outbound email to be available
from our secure data centres directly to users via a webmail portal and mobile access via POP3/IMAP in the event of a problem
occurring.

The service archives and backs-up email in multiple data centres so that whatever the crisis, you business will always have
access to email.

Email Continuity is an optional service that EveryCloud Email Protection Service email customers can subscribe to.
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Email Continuity stores users last 90-days of email, always ready for an outage.

Benefits

e Complete access to all sent and received emails for a period How the Email Continuity Service Works

of 90-days

» Data protection even in a case of a total loss of your
company's IT — (e.g. fire damage)

* No expense for hardware, software or maintenance

* Always on and available 24/7

* Ability to “replay” any email sent and received in the last 90-
days including the period of the outage.

e When your primary system is operating
normally, the filtering service archives a copy of
all genuine email for a rolling window of 90-
days

* In the event of an email outage, end users
access the continuity service via web console.
Mobile access via POP3/IMAP is also available

e During the outage, all activated users have
access to email

e When your primary system is back online, all
email sent or received during the outage is
restored to your email server.

Archive

Once activated, email continuity captures and stores a rolling 90
days of your businesses email. Rather than starting at the point
of failure, it is constantly stored so that there is no risk of the
service not activating.

QN Everyciow
L

Webmail

. The feature rich webmail interface provides access to your email from
anywhere (during normal operation as well as in a continuity event).

Each user that has subscribed to the Email Continuity service has a
hosted archive and continuity mailbox allocated to them.

-

Users can login to webmail before or during
an email continuity event.
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